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INCREASING NOISE IMMUNITY OF CABLES FOR FIRE PROTECTION SYSTEMS

Introduction. Technical means of fire protection systems are capable of operating at data rates from tens to hundreds of Kbit/s
with components of a digital signal in the frequency spectrum up to several tens of MHz. Appropriate cable infrastructure with a
high level of noise immunity is required to transmit broadband digital signals. Purpose. Substantiation of ways to increase noise
immunity of cables based on twisted pairs for modern fire protection systems with the ability to transmit digital signals in the
firequency spectrum up to 100 MHz. Methodology. A comparison is made of the influence of the twisting step of pairs in
unshielded 4-pair and multi-pair shielded balanced cables on the parameters of electromagnetic effects. It has been
experimentally shown that twisting each pair with different steps provides a higher level of noise immunity of cables based on
twisted pairs. Practical value. The frequency dependencies of the near end crosstalk in 10-, 30- and 4-pair balanced cables are
shown. The influence of the common shield on the attenuation coefficient of the shielded 4-pair cable is established.
References 12, figures 8.
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Hagedeno uacmomni 3anexcnocmi nepexionozo 3azacamnna na onuxchvomy kinyi ¢ 10, 30 ma 4-x napuux cumempuuHux
kabensx. Excnepumenmansno 006e0eno, ujo CKpyuysanHsa KOycHol napu 3 pisHumu Kpokamu 3abe3neuye 6inoui 6UcoKuil pieens
3aeadocmiiikocmi Kabenie Ha OCHO8I GuUmMUX Rnap. 3ACMOCYSAHHA 3G2ANbHO20 €KPAHy NpU3eo0ums 00 3MEHUIEHHA
eNIeKMPOMAZHIMHUX 6NAUGIE Midic sumumu napamu Kadenro. /lianazon 3nauenb nepexiono20 3amyxanHs Ha OJUNCHLOMY KiHyi
Ha gepxniii pooouiit wacmomi 100 MI'y cmanogumov 44-54 06 ma 46-58 0b ona neekpanoeanozo ma eKpaHo6ano2o0 Kaoenie 3
eumumu napamu 6ionosiono. E¢pexm 3pocmanns xoeghivicnmy 3azacanns ma 6inoumuii po3xuo napamempie naugy 00yMosare
Oinvut Hcopcmki UMozU 00 WHNbHOCIMI KOKCMPYKUIT Ma HANauWmyeans mexHonoZiuHozo npoyecy 6uzomogieHHA eKpano8aHux
kabenie. bi6n. 12, puc. 8.

Knrouoei crosa: cucTeMH MPOTUIIOKEKHOTO 3aXUCTY, eJIEKTPOMATHITHUH BILUIMB, NepexiaHe 3aracaHHs Ha OJMKHbOMY KiHIL,
KPYy4eHi napu, HeeKpaHOBaHMUIi i ekpaHoBaHuUii kalei, koediuieHT 3aracaHus.

Ilpusedensvt uacmommole 3a6UCUMOCHU NEPEXOOHO020 3amyxanusn Ha onudxcrnem xonye ¢ 10, 30 u 4-x napuvlx cummempuynbIx
Kabenax. IKCnepUMERmManIbHO NOKA3AHO, YMO CKPYMKA Kaj)cOoil napwl ¢ PASHbIMU Wazamu obecneyugaem 0onee 6blCOKUIL
Ypoeenbv nomexoycmouuueocmu Kabeneii Ha ocnoée ¢umbvlx nap. Ilpumenenue ob6uezo skpana npugooum K yMeHbULEHUIO
INEKMPOMAZHUMHBIX GIUAHULL MeNHcOy eUumbiMu napamu Kabens. [Juana3zon 3HaueHUil NepexooH020 3amMyXanus HaA ONUNCHEM
KoHue na eepxueit pavouen wacmome 100 MI'y cocmasnnem 44-54 06 u 46-58 0B 013 HeIKPAHUPOBAHHO20 U IKPAHUPOBCAHHO20
Kabeneil ¢ GUMbIMU NAPAMU COOMEENCMEEHHO. IPdhexm pocma KoIhPuyuenma 3amyxanus u 60abuIUIL pazdpoc napamempos
6énuAHUA 00ycnognugaiom 0Oonee jHcecmkue mpedoeanun K NIAOMHOCHMU KOHCMPYKUUU U HACMPOUKAM MEXHON02UYEeCK020
npoyecca uzzomoeneHua IKPanuposannvix Kavenei. buodn. 12, puc. 8.

Kniouesvie cnoga: cucTeMbl NPOTHBOMOKAPHOM 3aIUTHI, 3JIeKTPOMATHUTHOE BJIMSIHUE, NePeX0/IHOe 3aTyXaHHe HA OJIM:KHeM
KOHIIe, BUTbIE Mapbl, HEAKPAHHUPOBAHHBII H IKPAHNPOBAHHBIN Kabeau, KO3(pPUIHEHT 3aTyXaHH.

Introduction. Fire protection and fire alarm systems
have expanded from fairly simple electromechanical
devices to modern microprocessor technologies that are
highly sensitive to electromagnetic interference.
Regardless of the devices used, fire protection systems
use different interfaces of communication devices.
Modern technical means of such systems are able to
operate at data rates from tens to hundreds of kBit/s with
components of the digital signal in the frequency
spectrum up to several tens of MHz. For the transmission
of broadband digital signals an appropriate cable
infrastructure which should provide high requirements for
noise immunity when transmitting signals over cables is
required [1, 2]. The basis of such infrastructure is modern
symmetrical cables based on twisted pairs [1, 2]. Twisting
of conductors in pairs is carried out in order to increase
the degree of communication between the conductors of
one pair and further reduce electromagnetic interference
from external sources, as well as mutual inducing in the
transmission of differential signals [3, 4].

Category Se cables with copper conductors are
widely used in fire protection systems, structured cable
systems [3, 4] and provide digital signals transmission in
the frequency spectrum up to 100 MHz [5].

As the transmission speed increases, along with the
need to provide digital signals, the interference increases,
both inside and outside the cable [5, 6]. Reducing the
level of electromagnetic interference is achieved due to
the principle of balanced signal transmission over a pair
of twisted wires [5, 6].

For a symmetric (balanced) pair, the property of
symmetry is fundamentally important, i.e. the same
physical and electrical properties of forward and reverse
conductors. Otherwise, the currents and voltages of the
interference that occur in the pair increase significantly.
The essence of symmetry is that the induced currents and
voltages have almost the same amplitude and opposite
phases, i.e. compensate each other. A number of
important cable parameters are related to the mechanism
of interaction between pairs. Transient interference is the
main source of noise which reduces the quality of signal
transmission over the cable. The urgency of this problem
is constantly growing, because the transient interference
increases with increasing signal transmission rate, and
hence the frequency [5, 6].

Problem definition. To characterize the noise
immunity of cables, the parameters of mutual influence
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are used, in particular, transient attenuation at the near
end (NEXT — Near End CrossTalk) [5, 6]. The influence
parameters characterize the part of the electromagnetic
energy of the signal which is converted into
electromagnetic  radiation. The  transition  of
electromagnetic energy from one pair to another one is
associated with the electromagnetic interaction between
cable pairs [5-8].

The NEXT parameter depends on the cable design:
the number of pairs (Fig. 1), twisting steps, fluctuations in
the geometric dimensions of the conductive cores and the
insulation thickness relative to the normalized values
within the tolerances [8-11].

Figure 1 shows the transient attenuation at the near
end in the form of level lines in 30-pair (Fig. 1,a) and
10-pair (Fig. 1,b) shielded symmetrical cables of the same
length at frequency of 256 kHz: Nv is the pair that affects
(source of interference); Np is the pair that is affected
(interference receiver).
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Fig. 1. Influence of design of symmetrical cables on transient
attenuation at the near end

For the 30-pair cable, the impact parameters are
clearly divided into three groups (denoted by the numbers
L, I1, IIT) (Fig. 1,a), within which the transient attenuation
at the near end for pairs located nearby is the smallest and
is 65 dB, i.e. mutual influences are the greatest. For pairs
from different groups (the most distant) the transient
attenuation is quite high: up to 90 and even 100 dB.

For 10-pairs cable (Fig. 1,b) the impact parameters
are higher. The lowest value of the transient attenuation is
60 dB (for example, between pairs 5-1 and 8-7); the
highest one is 80 dB (between pairs 5-9).

The reason for this is that in such a cable the pairs
are located close to each other. The twisting step in 5
pairs is one, the same for these pairs, in the other 5 pairs
is the other (coordinated), but also the same for these 5
pairs.

As the frequency increases, the transient attenuation
at the near end decreases (Fig. 2), i.e. the level of
interference increases.

TPP-10x2-0,4

1=256 m =512 kHz

a — frequency 512 kHz

TPP-10x2-0,4 1=256 m {=1024 kHz

b — frequency 1024 kHz

Fig. 2. Dynamics of change of transient attenuation at the near
end on frequency in a multipaired symmetric cable

The goal of the paper is to substantiate ways to
increase the noise immunity of twisted pair cables for
modern fire protection systems with the ability to transmit
digital signals in the frequency spectrum up to 100 MHz.

Influence of cable twisting step on transient
attenuation at the near end. To reduce the
electromagnetic influence in the high-frequency range
between pairs in the cable, it is necessary to twist pairs of
conductors with different coordinated steps [8]

, +
L
J
where h;, h; are the steps of twisting pairs, v and w are the
positive integers.

When twisting pairs in a cable of ideal design while
ensuring the stability of the twisting step along the entire
length, the electrical and magnetic components of the
impact change their sign to the opposite with their
constant value modulo.

The transient attenuation at the near end in this case
noticeably increases (curve 3, Fig. 3) and consists of
transient attenuation between non-twisted pairs (curve 1)
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and additional transient attenuation due to twisting of
pair’s conductors (curve 2, Fig. 3).
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Fig. 3. Influence of twisting of conductors on transient
attenuation at the near end in a symmetrical pair

The transient attenuation for twisted pairs is greater
the smaller the twist step

NEXT = 201g\ ! by +1) by [V (g i+ 1) (g —1)1,

where p; is the coefficient of propagation of the
electromagnetic wave (signal) in the pair with the smallest
step, in which the transient attenuation is determined,
k = 0.2-0.8 is the coefficient depending on the design of
the cable and the location of the pairs.

In a cable consisting of N twisted pairs, the total
number of combinations of circuits N, influencing on
each other is [8]

N-1
N,=2) (N-n). ()
n=1

Thus, in an unshielded cable with 4 unshielded pairs,
the total number of influencing circuits is 12, and 6 of
them are inverse: their influence is identical to the direct
influence. The number of influencing circuits will be 6
(Fig. 4). In this case, the cable has 6 values of transient
attenuation at the near end (Fig. 5). In the 30-pair cable

(Fig. 1,a) — 435, in the 10-pair one (Fig. 1,b) — 45.
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Fig. 4. Capacitive (Cry, Crup, Crivs Cizn Crrvs Cry)
and active (R, Rrip, Rigvs Ry Rirv, Rirry) components
of electromagnetic influences in a 4-pair unshielded cable
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Fig. 5. Experimental frequency dependencies of transient
attenuation at the near end in a 4-pair unshielded cable with
length of 100 m

Twisting each pair with different coordinated steps
provides a higher level of transient attenuation at the near
end between pairs in a 4-pair unshielded cable compared
to a shielded symmetrical 10-pair cable (compare NEXT
values for 1 MHz in Fig. 6 and Fig. 2,b). The twist step in
twisted-pair cables is in the range of 10 to 25 mm, which
is at least 10 times less than in multi-pair symmetrical
cables [8].
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Fig. 6. Transient attenuation level lines at the near end
in an unshielded 4-pair cable at 1| MHz

Comparing the values of transient attenuation at the
same frequency of two cables of different lengths is quite
correct. For a long line in the high frequency range

a-1>65dB,

(where a is the attenuation coefficient of the signal when
propagated in the cable (dB/m) of length / (m)), the
transient attenuation at the near end does not practically
depend on the length of the line (cable), but depends only
on the frequency [8]. This is due to the fact that the
interference currents from individual sections come to the
near end of the interference receiver so weak that they do
not increase the mutual interaction between the pairs.

Shielding efficiency and the effect of the shield on
the cable attenuation factor. To increase the transient
attenuation, reduce the level of intrinsic electromagnetic
radiation of each twisted pair and increase the noise
immunity of the cable, depending on the operating
conditions, the shielding is used [5, 10, 12]:
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e general shielding of 4 twisted pairs;

e individual shielding of each pair without general
shielding of all 4 pairs;

e individual shielding of each pair with general
shielding of all 4 pairs.

The most common cable design is one with a
common shield for 4 twisted pairs [5, 10] for the
operating frequency range of 100 MHz. External shields,
superimposed on the core of 4 pairs longitudinally, are
made of thin polymer film metallized with aluminum
(aluminum-polyethylene). A tinned copper or galvanized
drainage conductor with diameter of 0.5 mm is introduced
into the film shield, which ensures electrical continuity of
the shield in case of accidental rupture of the metal film
shield during laying, installation and operation of the
cable. This shield provides reliable shielding from the
magnetic component of the electromagnetic interference.
This interference is manifested in the high frequency
range. It is possible to use an additional shield in the form
of a braid, which protects the cable pairs from electrical
interference, which is manifested in the lower frequency
range. The use of two-layer shields provides reliable
shielding over the entire operating frequency range of the
cable [5].

Shielding leads to an increase in cable noise
immunity, which 1is confirmed by the results of
measurements of transient attenuation at the near end of
unshielded (Fig. 7,a) and shielded (Fig. 7,b) cables of the
same length of 100 m for 100 MHz.
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Fig. 7. Efficiency of shielding of cables on the basis of twisted
pairs in the high-frequency range

Besides, the presence of a shield in the cable design
affects the primary transmission parameters: active
resistance R of pair’s conductors, operating capacitance
C, inductance L, active insulation conductivity G and, as a
consequence, the secondary transmission parameters:
impedance Z and attenuation coefficient a (see formula
(3), Fig. 8) with the same conductor diameters, insulation
thickness and tolerances as in unshielded cable [10, 11].

o =8,69- 5~\/§+§-\/Z , dB/m. 3)
2 VL 2 \c

Increase of the attenuation coefficient of 4 twisted
pairs of shielded cable (Fig. 8, curve 3) in comparison
with unshielded one (Fig. 8, curve 2) in the whole range
of operating frequencies, due to higher values of
resistance of pair’s conductors and operation capacitance
due to the proximity effect of the shield, reduces the
tolerance relative to the upper limit of the values of the
attenuation factor (Fig. 8, curve 1) in the operation of
cables.
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Fig. 8. On the effect of shielding on the attenuation factor in the
operating frequency range of cables based on twisted pairs

The use of cables with shields requires mandatory
and high-quality grounding. In case of unreliable
grounding, the interference currents will repeatedly flow
through the shield partially reflecting at its ends and
emitting electromagnetic waves into space. In this case,
the shield becomes a secondary source of radiation — a
kind of antenna [5, 6, 12]. In this case, not only will the
protection of twisted pair from external sources will be
ineffective, but the electromagnetic effect of the cable on
other adjacent cables and various electronic devices
located in the same room of the fire protection system will
be significantly increased.
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Conclusions.

It is experimentally proven that the twisting of each
pair with different coordinated steps provides a higher
level of noise immunity in a 4-pair unshielded cable
compared to a shielded symmetrical multi-pair cable at
the same frequency.

The use of a general shield reduces the
electromagnetic effects between the twisted pairs of cable.
The range of transient attenuation values at the near end at
the upper operating frequency of 100 MHz is 44-54 dB
and 46-58 dB for unshielded and shielded twisted pair
cables with the same twisting steps.

The effect of increasing the attenuation coefficient
and the greater scatter of the impact parameters cause
more stringent requirements for the density of the
structure and settings of the technological process of
manufacturing shielded cables with twisted pairs.
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